Build Trust
with Users
- Through UX

Tetiana Gulei | tetianagulei.com




Do you trust this application?

If yes, raise your hand
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il ATET =

Area to Install Tile in Sq. Feet:

Tile Size:
Width: 12| in [
Length: 12| in

Tile Area: 1 Sq H

Price per Tile:

_ | 152)
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a1 ATET = 4:53 PM

Today Yeste rda',r

Destination: anppIE Cupertino .

Purpose: | Consulting |

Frequent | ppst Office (3.2)
Trips: |
FedEx (4.4)

@ | Fry's Electronics (20.7)

. Santa Clara Valley Audubon (6.7)

% Spent
Save Data Clear
Latest:
Date Distance Destination
6/18/08 20.7 Fry's Electronics e
6/159/08 5.5 Dentist
6/20/08 3.2 Post Office
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8 O Bonus 0t 6t & Products
Order online Order online

Highlighted All Bonus Q search for a product

QQ Search for a product

My Bonus Box Crusty bread Easter decoration H;
Activate your extra offers every week Also for home bakers Bring the Easter feeling in... So
Categories

Vegetables,
potatoes

Bonus Folder
Browse the Bonus Folder

From the Bonus Folder View list

Fruit, fresh juices >

et

A O W S P e O W o ep

Home Bonus Cooking Products My list Home Bonus Cooking Products My list . .
tetianagulei.com
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User interface impressions are
formed in 1/10th of a second

tetianagulei.com



Agenda

First impression Visual design and Dark patterns
with user-centricity accessibility

tetianagulei.com



Hello!
I'm Tetiana Gulel

linkedin.com/tetiana-gulei
tetianagulei.com

From Ukraine, based in the Netherlands

Senior UX Designer @BIMcollab
Instructor @LinkedIn Learning

tetianagulei.com




Trust means
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Trust means
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Trust means

Better user retention

Less support tickets

tetianagulei.com



Trust means

Better user retention

Less support tickets

Less development (re-)work

tetianagulei.com



How to make a strong first
Impression?

tetianagulei.com



Trust starts with
understanding the users



User-centric
design

Users are at the center of your
design and development process.

" tetianagulei.com




Define whom
you build your

features for

e Who are your users?
e What do they do?

e How do they use your tool?

e Why?
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Alternatives

Use the product

tetianagulei.com



Alternatives

Use the product

Collaborate with UX/Ul designers




Make usability the foundation



What is usability?

e The ease with which users can
achieve their goals with your interface
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Los Angeles Ti... 12:19pm
Jamaica Time 2:19pm
Meet with...

2\ Search for people

Time Insights ~

JUN 24 - 28, 2024

A2 More insights
My calendars ~

Francesco D'Alessio

Birthdays

Tasks

Todoist

SO0 @

HoneyBook Calendar - Kee...

Transferred from charlotte...

Today L4 > June 2024

MON

24

Work Home

Schedule

2 AM 10 AM Write Medium Review, 9:5
3 AM 11 AM

4 AM 12 PM Filming, 11:45am

Clear Office
10 = 1:55pm

&5 AM

Week 26

TUE WED

& 26

Site SEO & Traffic
9:45am — 2:45pm

Q

THU

27

oo e
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10 Usability
Heuristics
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good design

e Best practices

tetianagulei.com



Heuristic 1

Match Between

System and Real
World

e Use language and visuals that
align with real-world experiences

12 13 15 16 17 18

tetianagulei.com 19 20 21 22 23 24 25
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Visibility of
System Status

e Inform users what's going on
e Give clear feedback
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Confirmation alerts

Thank You!

|

success

Your identity has been

verified successfully

sSuccess

Your identity has been

verified successfully

tetianagulei.com



indow - 1o SRR ==

I.-""_"“«I Exception Processing Message 0xc0000013 Parameters
‘S 0:000007FEFDFI7240 0:0000000000000004 0000007 FEFDFI7240

0000007 FEFDF97240

Bad error
messages

Cancel Try Again I Continue l

Oops!

e \Written by robots Something went wrong and we couldn't process your request.

Flease go back to the previous page and try again.

e Vague and ambiguous

e Blame users
e \Without a clear call-to-

. Flease donot enter following special characters (- ~%&()+=[\ ==} in the
action enter password field.

tetianagulei.com



< ADD PAYMENT

Give clear error
messages

Mere was an errar with YOLIr

infarmation. Please enter:

Credit Card Number

- The name an your credit card

- A valid card number Lannot be: Dian

e \Write for humans
e Make it helpful
e Use humble tone F, SCAN CARD

Expiration Date Security Code

tetianagulei.com



5IN A ROW

PO ——————]
Translate this sentence

Heuristic 3
| amdrinking and you are paying.

User ContrOI qnd Ich trinke und du bezahlst
freedom

Are you sure you want
to quit?
All progress in this session will be lost.

e Give users ways to recover

beginnst :
and take a step back Sl o
reicht bezahle  brauche
e Allow continuing or quitting
You are correct A O

CONTINUE

tetianagulei.com



Undo Action

File moved to trash Undo

Message sent

tetianagulei.com



Heuristic 4 Enter your contact information

Error prevention

Email Address

test@email| ]

A Please enter a valid email address.

Phone Number

e Prevent mistakes from l ]

happening in the first place

A Please enter a phone number.

D Send me text notifications regarding order updates. (Mobile phone only)

Continue to Payment Information

e Give helpful constraints

tetianagulei.com



Warnings for critical actions

Are you sure you want to permanently delete
this conversation?

Cancel

tetianagulei.com



Other Heuristics Principles

§ U

Visibility of Match Between
System Status System & Real World

TURN l
LEFT TURN
LEFT @

Recognition Flexibility And
Rather Than Recall Efficiency of Use

WWW.NnNgroup.com

'CTRLU' ;

User Control
And Freedom

Aesthetic And
Minimalististic Design

3G
&S

Consistency
And Standards

Help Users
With Errors

Q000

/;

Error
Prevention

Help And
Documentation

tetianagulei.com



Pay attention to visual
aesthetics

tetianagulei.com



Users accept minor errors if
they like the user interface

tetianagulei.com



e

Manage Expenses

Set the amount

€ 250
B

€150 SR € 350

Aesthetic- i T oo T
Usability Effect

Groceries

)

Your Expenses

Aesthetically pleasing designs
are often viewed as easier to use Ses

€ 400

Spent last month

Recommendation
16%

Shopping
€ 300 limit is recommended
for you.

€ 124

Spent last mon

Manage expenses

Set the limit

tetianagulei.com




® Recording
HOW TO START YOUR PODCAST IN
4 EASY STEPS:

o Record or import some audio.

Simplicity for
users

K Add flag

e Focus on core features

¢ Minimize visual clutter to

Tap here to get started

reduce cognitive load

tetianagulei.com



Hick's Law

e The time it takes to make a
decision Increases with the
number and complexity of
choices.

S

News

music
U

Amazon Music  Pandora =

6

Stations |

Recently P

tetianagulei.com



Overwhelming interfaces

Too much information on one screen

wGetGUI v1.0 | You are using GNU Wget 1.9-beta - 1.7 is minimum.

UAL: | _
—Hozls j N
I"' Spir:;ftll | Ciear
s
[ Ligt <> ﬂ ﬂ
Repect ;l \
- Lict «| Clear
d K
— & Hepct———— . i I
pr BeCt: Retnes: [+ [ GoZ bI-I':.I;I'EIUI'Id
I himil] I o Addtional Parametess: [~ Mainfo
Mea [ | [+ Allinfo
M zip [ exe ¥ Actlike a browser [ Some info
Mdoc [T A [+ Comvert links [ Append ta loglile
Cuiztom list: [v lgnore robots. bt

Configune Froxy

[ Owvensiite Loglile
Logiile: [defz log

Save Load , -
sellings | sellings | About E sl |
Start wilaesStart bat I Add to wzetStart bat | Empty wietStart bat ’Panan

Retieval Dptions
[+ Mo clobber

[ Timestampng
[ Conbrue file download

Quota kB

[E] ID—
[ Spider [check for hlez]
[ Mo drectones

[+ Force dilectomies

[ Saveto custom die

[ Clear Server Cache

[ Recursve Relises

Depth |L

[v Dowrload “zz-i2"
™ Mimoe site

[ add HTML sufiix
[ Only go deepes

Domain Analytics
Authority Score Organic Traffic
28 9.9K

SamnuLh BRank 198 7%

On Page SEO Checker

‘ . L] Stralegy |deas

Backlinks |deas
Semantic Ideas

[E3 content ideas
SERP Faatures |deas

WC] Technical SEO Ideas

lop Fages to ODpbemze

hittps:{fwww. seoquake comyguide/perameters/inded ..

https:fwww. seoquake comi'gusds/detinition s html

Wity Tull Féspaairt

Organic Keywords

6.9K

2B

B Unsted Stote

Paid Keywords

0o

Fid TraThs

Organic Traffic
Ingights

Organic sessions

3.6K .:

Backiink Audit

Lverall [oxscity Score

High
665

829

Ktop w A Site Audit
51 updat
Ref. Domains
16K Site Health
Backiinks 1756k 4
72%
Link Building Tool
Crawied pages
Dormain Prospects 712
9.2K

Weew Tull report

Heterring Liomans

11,089
new Drokan |ost
I 1M 160

Analyzed Backlinks

43,242
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Unified patterns, colors, typography,

Visual
Consistency

and Ul elements

Button 1

Button 2

tetianagulei.com



Unified patterns, colors, typography,

Visual
Consistency

and Ul elements

X

Button 1

Button 2

tetianagulei.com



60-30-10 Rule

To achieve visual consistency and harmony

60% 30% 10%

tetianagulei.com
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< Account details

First name
Account |
Tetiana
Personal Business

Last name -~
Gulei

Name [

Tetiana Gulei

Address { Street address

Emall { House number ]

Q) Edit account details >
Postal code

== Phone number ~ City :
[ ]
Weert
Terms and conditions > . ~ Email .
Confirm order
Order sticker > The sticker will be sent to your email i J

address

Third party licenses > Order sticker

[ Log out W Cancel

Il O < Il O < Il ® ¢ tetianagulei.com



Com pone nts CFULLY AUTO-LAYOUT )

Button 5 sizes/ 3 styles
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Design systems

e A collection of reusable
components, patterns, and
guidelines

e Speed up development work

tetianagulei.com



Make your interface
accessible

tetianagulei.com



Accessibility

basics for your

nterface

Keyboard and voice navigation

tetianagulei.com



Traditional Lorem Ipsum

Losem ipsum dolor sit amet, consectatur adipiscing
olit. Sed maximus asclor gementum, Dones: su
ultricies justo, In sed nesl conguee, UILEMCOTTEr e

ales beo. Sed lacinia tortor at lacus fringilla
consequat. Suspendisse polenti. Pellentesque
habdant morbi tristique senectus el netus el
malesuada fames ac turpls egestas. Mullam at
commodo arcu. Cuisque congue maurs lacus, a
dapibus dui pretium non. Nam non quam sad |acus
sagitts pellantesque at egat justo,

Ouigued hbéro Sem, ullameorper aged felis at, cursus
placerat augue. Mascenas vestibulsm matts
pharetra. Asnean aget tempus lallus, nec ultrices
odio, Quisque fermenium egestas lecius, quis
uitricies tortor suscipit non. Vivamus convallis

laoreat elit, a vulputate ex accumsan a. Suspandisse
at velit vel lectus ultnces egesias. Duis vehicula
placerat aros faciisis mattis. Fusce nec felis vitas
magna tincidunt mollis. Cras ante lacus, epestas ac
enim nec, vehicula sodakes fels, Nunc igula massa,
porta non luctus molestie, tempor ac . Duis eu
punss ac una tempus aliquam. Cras iristique. ligula
vitae fermenturn consequat, nibh magna fringilla
magna, eu condimentum elit erat ac erat.

Curabitur pretium placerat 051 of lobortis. Vestibulum

Text size and contrast

robert.sandbox.imarc.net (e
Traditional Lorem Ipsum

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Sed
maximus auctor elementum. Donec eu ultricies justo. In sed
nisl congue, ullamcorper neque vitae, sodales leo. Sed lacinia
tortor at lacus fringilla consequat. Suspendisse potenti.
Pellentesque habitant morbi tristique senectus et netus et

malesuada fames ac turpis egestas. Nullam at commodo arcu.

Quisque congue mauris lacus, a dapibus dui pretium non.
Nam non quam sed lacus sagittis pellentesque at eget justo.

Quisque libero sem, ullamcorper eget felis at, cursus placerat

[ Y PP | | S Feeersm—m— | P S—" —" [ —— N

=
Subscribe

to the newsletter
and be the first
to know about
events!

SUBSCRIBE

E

Subscribe

to the newsletter
and be the first
to know about
events!

SUBSCRIBE

=
Subscribe

to the newsletter
and be the first
to know about
events!

SUBSCRIBE

B

Subscribe
to the newsle
and be the fi
to know abo
events!

SUBSCRIBE
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Sufficient touch area

Android: minimum 48x48 dp
10S: minimum 44x44 pt

janagulei.com
e




Color accessibility

e Don't rely on color only
e Use text labels, patterns or
icons

e
Q

Notifications Profile

Motifications Profile

tetianagulei.com




Keyboard and
Voice Navigation

e Support users who rely on
assistive technologies

tetianagule




Situational limitations

Temporary or context-dependent conditions

tetianagulei.com



Avoid dark patterns

tetianagulei.com



Dark patterns

e Deceptive tactics to manipulate \/

users into unwanted actions "

p
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Reasons to
avoid dark
patterns

tetianagulei.com



Short-term gains but long-term

damage

Reasons to
avoid dark
patterns

tetianagulei.com



Short-term gains but long-term
damage

Reasons to

avoid dark

patterns

tetianagulei.com



Short-term gains but long-term

damage
Reasons to
avoid dark
patterns

Requested refunds and

complaints

tetianagulei.com



H |dden COSt . Unexp?ected charge |
e 302€ Iinstead of 254€ for 2 nights

IF____\
| €89 nignt }
s e —— e —— —
CHECK-IM CHECKOUT
1/22/2025 1/24/2025
GUESTS
1guest A

>

You won't be charged yet

€ 89 x 2 nights £178
Putten, Netherlands Cleaning fee £ 80
49 kilometers away service fee € 44

P
|
|
| Jan20-25
{ €127 night

—— e e e/
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< Previous step

Benefits

Your resume is ready! & An account will be created

& Modify your resume in any place
Make a payment to gain access to your account

where you can edit and download your resume. Q Create unlimited resumes
| |
Forced Continuity e
visa 20 B P PayPal I ’ 1| 95 I & Professional resume templates
Please enter your card details below to make a & Send and track your job applications
. . . . payment.

® D Iffl CU It tO CO n Cel S U bSCFI ptl O n & Automatically renewed after 7 days

Card number
7 1 Creat lication lett il
e Payment credentials required 1234 5678 9012 3456 B CremcRgyoation| SHarsice)
& Cancel any time

Expiry date CvC/Cvwv

e Terms are not seen immediately MMAYY Sogts ==

After payment, you can immediately download your
resume and you waive the right of withdrawal. You
get 7 days full access to your account to edit your

resume, create cover letters, or use all other

e Pay $‘| .95 functionalities. After your trial, your account will be
automatically renewed monthly for $24.95, and you
can continue to use all functionalities. You can
always cancel your account at any time.

< Previous step

|1 O < |1 O <
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Misdirection

e Trick users into clicking
e Confusing buttons
e Misleading language

X

Do you want to quit?

All progress in this session
will be lost.

Yes, | don’t want to learn

Cancel

/ Ensure this box isn't unchecked
to not be removed from our
subscriber list.

SUBMIT

tetianagulei.com



Do-or-Die
Permissions

e Ask for unnecessary
permissions

e Notifications push

e If denied, the app doesn't
function well or closes

0

Allow Radar to access this
device's location?

Allow all the time

Allow only while using the app

Deny

“Inbox" Would Like to Send
You Notifications

Motifications may include alerts,
sounds, and icon badges. These can
be configurad in Settings.

Don't Allow OK

tetianagulei.com



Focus on ethical design
Instead

tetianagulei.com



Build
Transparent Ul

e Up-to-date information
e Clear pricing and additional fees
e Return/cancellation policies

_—_—_—_—_—_\

dotUltimate

All .NET tools, ReSharper C+ and JetBrains

Rider, together in one pack.

» Includes 6 tools

I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
)

per user, first year

seconda year

third year onwards

Get quote -

incl. VAT €453.75

€469

incl. VAT €£€56/.49

€375.00

€£281.00
incl. VAT €340.01

-«

Learn more —

tetianagulei.com



Create interfaces for
user well-being

tetianagulei.com



Focus on these points
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Focus on these points

Usability

tetianagulei.com



Focus on these points

Usability

tetianagulei.com



Focus on these points

Usability Transparency Consistency

tetianagulei.com



Focus on these points

Usability Transparency Consistency Accessibility

tetianagulei.com



Test and 1terate

Keep It user-centric

tetianagulei.com



Thank you!

Let's connect

tetianagulei.com
linkedin.com/in/tetiana-gulei

Slides and
resources \)




